
d:vnra r,tri urdoaruqEor

lio{ uuruTouruuavuurtlfr rifilunr:inurnrufiunsdaoofiudruar:aurfl n
goluilrinura'saruqIol

Yt.f,.bdbo

nr l:vnrnnrucnirtn'nqintt!yr.r.l6 16nvr:ofrnri riosBuiuluuru uavrrurrJfrrj6lunr:
inurnrufunlrJaonn-apiruar:autvnto,ru ru.irurori{ r.r.baaen rirrauol#r,tr,irulruto{iodoc

5' '-c.) u Joodrttu?u]u!ruulavrrulJfrrl6lunr:inurnrr lr-unrlaoqniud'ruar:auryfirorurirulrunrniorfio'[#
nr:ri1rf,unr:sir.i 1 dr ui6nr:vrr.16r5 ny:ofin;itolrarir fl rru lot'rorn-utiruro mtrnrrrLlruirr. *
1nt1 ri [Lay!'tFl5,t a uviln:v:rtnqu6'nrrirrauovn-nrnruduavi6n.r:1unr:lirorn::lyrl

0[anvr:0unan1n:n .n.bddc(a.'i
rfiolfrnr:rJfr116rruuavnr:livr:lrufinrtLriunuJaonrYuriiofiold naoooufirLro:oru

tiuviuolillu:soilarna rurimuta-uaruofisr6rr#unr: riryuo$uruluuruuav uuL]ilTlunr:fnur
----.-9. -..,-. a a qee he -nrun-un.r!aood'erdruar:au rmaror ri ura'ualuqf,n rfio ruu rn5orilo"lririrail{linr: {qrrav;iylJ!.r1! uav{rfiardolfi'l:ylJ1Jd1:auryrFl ldr{luururvrrrtunr:oruainrgrnturiunlr.Jaoon-utorrioqln

uas:vlrrynluladar:auruntro.: rilrsra-u lnunrrillriutoulro{nrusoqni:r.rnrrqinii!
q c , - , . ,J
0tanylt0una i.:00n!:un1fi o{9rotllu

rjo r rJ:vnrrdr3un'jr "l:vnrfil.ryrirura-uaruqfr orGor ruuruluuruuasuur!frf6'Lunr:
inurn'ruriun.ltjaonfisdruar:aurylaro.r yrifl ura-uarura, y,t.o.roauo

rio to rJ:vnrnd tri'Ldrir6'udor{uriryuoLdlaliu un usiiu!:ynrnl{rj:vnrnorfu d rfl udu

do * turj:rnrnd
"lr,triyiura'u " ylrudl rLuriyora'uarunfr er

" rirer{ru" urrudr nruv iyurrrm airrin anrriu fludnr:finuruo nfioil qutinr:riuu
I i,/, 

'uava'tut'lu tMju14u?u{1!ntu Lu!14't?fl Bldua?!odrl

"{Ldsru" urLrufi.: rnarn: rinf,nur andrr froua:vuura6o{filrarilrura-aor4grnlfild
aufl 511 U10.itJ14',t?ytU'tAU

tlJ



- b-

artaur rttro{tfi4rir ara'aaruq?orvio rfio nr: rdr6.r rtrlda r:aurvrrtua vyriyr df,uar:6uryfiro.:
!14't?ylu1au6?uoa9l

"fiuvriud" ulLru6{ rn;o{noufilooitouurivrurfreJ rniodrueiou uaviylJ!a1:aulyrrl
, i ! - - J a,,

9l't': .l r.tu1?ylu1au1lgllu1uu14:0oau1tll0!t Lun1:o'M.Jun1:?Jo{l.ll4't'tvtu'tau
,. a , tA '
" rn-o'rnouyl?rera5 " vursfi.r qrJn:nir.rSoqoqrJn:njfr16olnr:drsrurrirdrufiu Ioerkifinrr

o o t o rra o v d,
rirrauorird.r qnririi'.1fioirr,rrirfi rJ:vlrarua{o:,1alouo'mTuffi

"#ornorfrlsroirildreJ" uilrufil anrud6oers.iq!n:niuridrerr,rioqrJn:njrniorjruror

r uri m u r a un r ulu ryri n u r a-u

"nr:rqjrdruionrrqrnr:'ldlrrar:aunrn" ulrufil nrlsira'{rsrlr.l6r:aurlrgdld';lnr:
alrgror ornnr:ritauo?uGraioldiuuor drur olunr:rrirfil:sll lunr:ciru airl iilur uacufftr

Ys a d
6',r:fl11tvrfr vr{ Lflun1tLl10.r01u?5n1ty1.i0tanyt:0un6u50't5n1lvt1in1un1

" nru#unllaoon-0dru6r:aurfl n " ylro6l nrufun.:uavnrrrL!aonfiululSuytolnr:
<'a'rg

:nu1Fr?1 4! n?11lgonotpl ttavnrr vriorLlci{lut o {t vlJ! a1iffu lytfitJt4t?flu 1a-u aruofr n Inui
tflril!ru ufioilnflolfruvinritollurivrarduorn luqnr:njraioaorunr:njdrunrrufiunlrJaonfiudhi

fi q]:va.lri 6lorol4r1#rfi rrnmilrf, ur,rrusiofi uyintitollilrir ura-u

" u,tqnr:nioiT unrtLliunr!aoon-u " u lun'r n:fifr:vqnr:riaruaqnr:ni anruldnunr:
1fiuinr:rniodru6lraurvrrtlro{lnlrivrora-uaruqinfiuan.rl#ulunrurflulrJki dlvriarnr:r.lTfiu

uluurutirun:r riun.:rJaonria vio!ro:nr:florrYud6'rrr,rar raiouaqnr:niduhjoroftd'jroro
Jeuci

Inu1t0!nun?1u]luFr{!aoqnu

" aorunr:ni6'rlnr.trlrTunr!noon-ufilrifiqJ:ya,rr{r,tiotrioronrodn " rarLrerfi.l anrunr:ni
ed',u-h,d,q'run?'ulun'iuaonnuyru.rn.iu:v6.:riraiohioronrnfiar 6loror{rtri:vrura.rorrin:nnun:nuiololfr
ua s nr urTun ll a o o rYu n n n n n 1

" roiorjruar:aulyrnilyriuura'tlarunfin " u!rufi.: :vrrrn6odrur,lrnluladar:auuunuav

nr:doar:sio.r ri ura-ur Io er fifrtQl:salrinr: rtrl,tlru rfi o nr:riur:lru nrrlSnr:irrnr:
fl 15nnu1$av.i'lu?ouyrt1Juylufi fl 0t0{t.l141?ytu1n u

"{quarnSoriTuar:auLlrntyriyerrduaruq?n" ylrudl lnarn:frtriiurouralruorn
- u ! ,---

u41iyu1a u[fiolfrfFrru"triq uar.r5ur:o'o nr:tslr.t rn5orirerar:auuyrn!M1ar u']a-ua?uq?otl#niou

a1v5un15 tt.i1ulJ0{1114'tlvu1au
4'-- fl1JrUr].i',ru:vulJa15au[y]fl" 14 rufl.l 1.lnaln:ylLo:lJ 01J14u1u01n u?unlu [y10yl1nlt

rJourio4a uavufi'trdouaro.r;yrJlJ6'r5aulyrfl rolrLuriy eJriiu

"rniorirudou" r,rrLrudl o!n:nirior^irl:rudrqrJn:nirnior.irufirdoilutrnio.lnolfrrrnoi
nr ulurnioriruar:aurmfi ruriy ura-uaruof, noaooou6rhj:un:luasriora

"(gua:vwrniorjrueiou " railru6.! lnarn:yioandrrld'iuilo!vrtrErornri'rurirrarirurru
J .- ^rfiorJ4ri6mu'tri:vuurn5odrutocari':u.iru ior.rdruY!nr:ldmurio.trluriuara-u

" {lduinr:rniodru " v!rufi r lnna n'r ulrufi rio 16or uasfuuinr:lr nrn6o,tjr a

ar:aurmnrLr.ni elrdel

14e d i- 4u010.:fl tt.i1u' l,tu'run{ arinlt'tc ayl6y{[Flu [tavdyt5ou Lo ylrnu']lto{nu53lJU

- i.'rlJi1415tvOUA.:AO" r.r1Un.r 00n1luo!14't?ytu'taua?!q69t



- 6n-

d e44,v ' V- 1J5v',t:tvln Lu Laud't:6u[11Fl5s0!a.i " 1un{ t'l1l Lfli! n15 t[0t.t9r.ia1nilu1?ytu1au6?unafl
y ll d a

L :!fi O{O1J9t1Ulytn tU taUAl;AU[llPlttAVnl:4041510{t]141?ytU'rA0

" nrusn:i nriuTuulunl:inv1n?lLrriunlrjaoofiurolrynlula6ar:auryrnur"avnr:doar: "
< aq u!vrrufr{ nruvnt:rnr:fr [6ir nr: usirsr-rrr nryriuur#uarr-rofio ufiorirrarirfi'tunr:riryun ni?oaou

vnJvr'ru lJrlJ!rnu Iuu1u nr;: nvlnrnrniun.rr]aooriutor ryrolula dar:aur fiuacn'r:f;0ff'u txr.ifi'.l
J +.-

n:'loaouuavr.Jtvrfrunrurfrurtor:vwrynlulau'ar:a!Lytfittasnt:eo6'l:lJo{! 'tiytuldu

" fifl:'loaounru'Lu " rnlJ'rufi.r qoar n:nru'lurLllrivrerrd'cldldi!nr:usirervrornlyri errau
d 6 va ) t

ryl0yt'1fiu'r11915?0aouttavutvtLlun?1 !a u { o 1ua l ta! tyt fllJ0.t 3.J 14't11l u 1a u

" frn:roaor-rornnluuon " ulr1ufi{ rfluunnanruuonfifin'lui Fr?'r a1r.r'ri0yn.i d'1u

rvrnlulau'ar:auuvrod16'iuufrrgr,flu{yr:roaouuasl:vrirnrurdusdruar:auryflcro.ir.r riyEna-u

"lvarlvu" rLrudr uya{yudryrivrurduriluoiriryuou6orua{Tyunrunnfiuru
,i nw

"fi0{Ld'rru (Username) Ltavril'atj1t.t (Password)" ilrt1ufi{ er-'ro'nuiil;oo"nr:vy6on"lrar
$sa, e -i r vasyrtttlJuln:0.i 0 tun1lfl51aa0! uuul.ro1! nne t 0n?!q n1:rtj1n{10f;a rra35vulJtJ0{a !un155nu1

"tn'11tJUUn{!AOOnUtO{lJ0{A Uas5vUlJ tvrn tU !AUa15dUtvrf1
4 ,-"tirgfr:rafro (Account Internet)" urrlu6i:1un1:fio{t{uav:r,riar.irurfiorjrhJ't{'tunr:

- 4 ,r, V
anuuuuuu?9lulyl0 [11 tt.i'tu:vuud'156lJ tytfll-lu.]

" nr:fraoudurlusl'rflu (Authentication)" rLreif,r {unounr:inurn?r laonjTulun'ri
c, I o - .j,q, v d, - .r qwA qv

rtj1rr:vlJ1J luulunOu Lunl:1ralUn'reruro':r.r rr!:nl::s1J1J il?l1j [td?av ttlunr:fiarriloer 1{60rurr

(Username) uavifi'd6i1u (Password

"n1i6udiln-?!nna (ldentifi cation)" r.r'ru6{ rio4adarur:n1d:c!Fr-rflu 6oeioil6oduur
) q I d a, r 4y, ! J w i J :lana u.rqnna to tou rolr'rJ vrorljurJo ay[{5? n!ro{aou[11o:uu9l?!nna u.lljnnauu Loulnna

A v ,.v-
uugro.t [n5un']5o1.{6u'rn n1:n1vuna 5u:on'Hlr0lJ0'ru'ti [14tJ Lt{'rur?J1n{ :o r?,{1urn:0fl'ruv:a:s!1r

& ^a S "a156Utvtf{ vr!vr1{0t6n :oun6tlavfll.in'run']vl 5'tlyltn15011f!1sralu51J!anat1u1ion

"n1ird15fiaa'! (Encryption)" vr.r1ufi{ n'r:drdo4a rdr:r.r'aa'r rfiorJorrTunr:a-nnourriur

lddola fifiatLr:ortlorlv'tritolafiuir:fiaailtiovdorfrll:run:rLnon:ra-afiurdo1#tolana-rurldlruld

n1ililn6

"nlrnooifia (Decryption)" rauredr i6nr:fidln1ir!duurlla{?ioilndtdnlnnlrr{1it'6
,i

10ua ruulj0!an0urav0fl vr'1fl 'Etlj1:va

" n'rirdrdivu!al nrcuslna (Remote Access) " vrl1ud.i n1: r{16{noilfi i rrroiu6o
d , ci q ' ^ .c

tFt50lJlUQ'ln5V!lJln50t1U0U:VUVVtl{ LnAtilU:C!uOUtylOS[U9l

"VPN (VirtuaL Private Network)" ulr'ru6{ roiodrunoufir rsroirafioud luoYr Ioulunr:
:lJ6.rlJo ao:{avv'r rnu n1:rrr:#atoyrls ttdriu-?i{il1l.J rFriodl u A!lvrof uin lirlriunna drlriaur:n

4,.oruli rravror'[riuriu'[orariu [rJoufi .ila1Eryr1.r

q(q1ua:vuu raio *oniu (System administrator)" v!ru6.i {lit,trirfilir,rr:ulae{nn15
:crltlno firrmofluo{rin: Iounuanr:fiosre.rrrasdl:.iintrl:v!!!AtG n1: nr:6ndrsriouri nrifineY.r

rlasn1r!;uU:wovldrrri airl oanuulurastir:lfnrcrfru6#ld
A u!^ r

" enuil1.l4q tra5v!r (Delegate Administrator) " il!1ud.i qi'?rryt!{nua fr ov'Ldaytd'rail1s
- v i- d.tq, q.d

LUnll!1141:QOn',EsLl!41541.llvlflltl.J t.tdvrf,yr LFt0s LtJrytulJtytl fl ntlaivulJuan



"dorirfinteXa" ralrufil dodrFny:ofin;ivrtldLunr:fufinraiod'orfirrio4a rriu co ,

DVD, flash drive, external hard disk rar
"qrJn:ni6'ord'uvrr.r (Router)" rarLrofir qrln:nldltil!:ywrniori.rsnorLfi.rrnoidlil,rrirvr'

d'o rd'uyrl uav6'urar rduvrrl ltr'oairdol6 sioll u-.:: v!! LFriorir ero'u

"oorarLru6rFnfl:oinii (E-mait)"ylnufir:c!!duFrnaldlunrti!rir.rjonrrrr:vu.jr.rrYuTno
-r--.,4 q I e. ' JJ I <, y !, a,cy!-
zu1utn:0{Fl0tlv1? [9lotuaslvu! tn50t'l u?]t{0! Lu.rn{r1! loqlayrd{av ttl! tqil={qnonur nl ftlu n'tv,i

Jq
n51llYin nl tnaouLl,1')

"riry6{L{.rruorn,rlrer6lSnyr:ofinii (E-mait Address)" :J1u6.i urrlurar{ivdro-? 60

:ra'ar.J:cdrot'ririrr,ruolfiurialrfin {[{urruratriul oclddryr-u?ilonilillut4ioriunndontlrida.:il1
yrrooraureJdrS nil:0fi nii

"web Browser" yrLrEjil qoylgiu?iyiohJ:un:lnolfirrnoifi'l{'lun1:rdrfi{lio}raIrlas

finoiodoar:fi'u:cLrualiaurilfidoqlurUruwo.irS!u,{o dlod!urniodrunoilfirrnoiddo.jl wortd
wide web (unruw) ltl:un:ldlddtailvio.r6uuyoiuior lunr:rtln web paqe loiud Interner

-d'vtxplorer , Lnrome , Frretox LlJU9tU

" rnio'tirerd'sn!ooulad (sociat network) "ur1ufi{ nrtfirildrrudulsroiuislfirdouler{nn

rdou :'lltrJa'lrdoutolrdou6nriuioer riru{Lri'uinr:piruls16aarfinriSn (SociaL Network) uu
durnoiuifl ttiu Facebook, Twitter ,Skype, Line nr:rfiollulo'lndm t4rhirfiorniorjrudu rrju r:r
arillinii'nrdourorrfiour:rtd !fluyronl riohJrdeu rir}i'rfioa'lnlsfiouoildulr

"{1{rrufioeinruuon 'tu.t'rl.t" (User Authentication for ExternaL Connections)

!ru6.l unnn vior.rrjrunufirdolriouavirrinr:nrn:vlu rn6or.irudul udroio.rnrt6olrio:vlrrdr
ur{:vwrnioriruro.lrLurifl urdoaruqindru:;lr.l6lruoiuin

" nr::vrlqrJ n:nJ:vu! rniorJr u (Equipment tdentification in Network)" ulrudl nr:
riruuelfi'qrJn:niero!fir rnoifiu!rutauil:viitniolrfiot{lunr:fiaorjoYrou6iruiunr:rdorrsion-!:suu
rnioriro

" 14r.r1eJlns lP Address" r,tlrufil ulrsrauj:vrir uniolnolfir rnoiusiavrnio{u:vlu
rniorirudl{Irj:lnnoa rcPlrP

" rrHul.r'.1:ylr rniotir u (Network Diagram)" ralru6l lur.rufil6l uaolfil nr:rdolrioro.l
:vwrniorjruso.rIr,rriuoraoaruqfr n

"vroisr (Port) " rlret6l dotvrldla:n rriroo nro{cioriatu ProtocoL rcPltP loarilauo
tflutat ou oit rdrLoYtrrsi o 6r bad*d d{uriasnoinocnnrirvuol# Service rix{dlrulorufirarjrumu
Internet Assigned Numbers Authority (tnXA ritarirfirJryarun.r:1dml'tu:lrrrudrna

"nr:utjluunrnSotjru (Segregation in Networks)', urLrudt nr:rrtiln{ltor:vr.tr_t
tniorirunrututouLrarivura-uaruq?nlrirflr:vr:urniodrururorHnr,taluGlsvrJlJ r"dorJ:vlurrjlunr:
lJT14150nn15

,,4"n1:n?!Q nrirfiorLrioyrluniorjru (Network Connection Controt),, r,tlrg6l nr:
) t.wnrl4rnr:rfi orLrio ll{aoond'oln-rulu!ruuactoriryuonr:1dmltror:vuu

" : v u u gr:'l o o"! n 1 i ! n I fl IPS (lntrusion prevention System/ intrusion Detection
4u.

System)" vru'rud.t :vuufr[ddruiun:rodlnr:ln:n uionr:nururufiovqn:n rcirGi:yuurniodru



n1:dolduu'r.i!ulnSoriru 0\btr^ok Rc.diE)" r,rrrufil nr:rir uqlfi:cuLilniodrg'td
td'uynldruiuf, oar:ornfruyr{rj6r aru r.i

":vuurnioriruliars (Wireless LAN Access Control)" l,trLrerdl :yu! rni orir udl,ff
J^ J J < J .

nauivrq rfiorfiorLlurtn6o.rno!filsroiuavqrJn:nirirll nrulurniodraar:aurrelluriyura'tiaruq?n
"q!ni n:vo'rudry6lJ16u (Access point)" !'rufi.i o!n:nj:yulrniorirulSaro drdolsio

:c!!rn6odrer!oeryri urderaruof,n uacl#uinr::yurrnSodrul.jruna'uivrq i*ir{1.fr.:ru
"SStD (Service Set identifier)" ylrufil fiorol:vrltlrnSoriruliaruiilr,lriyrura'uaruo?er

I: U A
or'riu druir :or ir n r : rt o lL si o: vu! rni orj r u o r n {1d,: ru

":c!!6uryloirfin (tnternet)" ulru6,: :vwrniorirunorLfir unoir,taru r:suud rdo!0io

r{rd':unTu!fl u:slurnEodrouurolrae!

" Proxy Server" urrer6l :vllfrr{rrarirfil,ril3nr::vllalr6urytneil.i.l lu:sulJ
- .a ! ,, 4 - J
ou[gro:tu9rI utn50.1tr'llj'ru $10tnu1n?'lll!a00nu L n!tn:o,:[ulJ1u

" Firewal.L" r,rlrerfil :vuud'lddl,r:-lnrl4lnr:rdroonto.r{o4addoar::c .jr.:uniodru

norfirtnofloerfi or:mnn uio n'rn:or fi rit,rriol{
" nr:dryuorduur.rnr:16orLsio:v!!no!fi? rn oi " urrudl nr:druuorduyrlrolnr:rrir

oon{oralu:vw t#lijuhjnurduvrrrfi rirvunlflfi'rvitTu
"ria$r,r'j:vr:urJfrr.r"finr:rirrr:rrroi " lrufir on€iouorirnadrtol:"uu15uru:rrroidrir

q ett d qv . & d J
Lfiart01.l9la1lJ'r:fi ttao00uu tot.|Flty10anfioun1:yI1.11u110.ffic!!t?uLUi'lt{0t

"{qua:vur (System Administrator) urrufir unarn:frtriiulolr,rlruornriril6'urirgtr
.tea e ev
L14 r4u1vr:ur.rntolJorra5nu'114:oi'rlnr::cu!no}lfr1rFroiuav:vlu rnio.tirer 6larur:nrdrfi{rj:*n:rL
lniotironorfirtsroi lfionr:6'onr:gruriolarounrSorjrunrorfirrnoi ki uiu rirgiftS':vuunolfirrsroi
(User Account) raiorjryfftrJ:ufi ti6rdnu:0fi nii (EmaiL Account) rfl uoiu

"nr:rdr'[d.rrufiriunr!aooriu r,lrru6r nrrarlrgrn nr:rit,ruoiyrf uionr:rLoutirurolfi
t4e 1 S 3

l.r Lt{1uttJ1fi{ 14:o Lg.l1utFl:o1J1u1450:V1J!AlSAUtylft yt.1yl1.i0t6nyl:ouna$auy'1.! n1unln :?uli{n]:
,,J 

"orlrgrorrriu'Jrriuairr,riuunnanrouon oaooouo'r{rirraunriorJfrrifrrfiurriunr: rdrfirloufirolrorli
o?un[n

"hJ:un:ro::n!:slutil r,rlrufi': lJ:un:ldFnrLtrfol6'u:vwrJnl?nr:iulori 6un.iro1
i,ililuhJ:un:lfidr uEua:vru nr:rirlruroliulniryr:rsfiuar nuar ul:vmy rdu !:crnflnr:d'oldd. -" ';uo{nutl:d uuao [v,{a 1a"1

"n1id'tfioivt,v[rarnr:ldolrjo:c!!a']ia!tylpt (Limitation of connection time)"

ilil'tu6{ nr:tilvuo:vuvulatlunt:rdo!siorfiotfifinlufin.rrJaooriulrn0ldldl,riu:cull6ria!ryrn
a-rrddda-

14t0t[0 fl atnguyun?l!tau.:14:0 n?ll]alnrua,t

"nr:nrlqrnr:rrird.l:vuLrJfrrifinri" l,ilr1ufi{ nrso!6g.rer nr:rirrauo?yrdraion.n olr
. .tet4 - v

0'ru'10 tufl tt{1u[1r1n{ 50!t.i1uln5011u 1450:sUlJa15aU[y]fl li{yl'r.i€jlcin S0unduav 't{n'tunly{

:'urT.:nr:oqrgrndru:-ulnnanruuan naoooudtauo{orJfrtGrien6'unr:rdrd{oufitol
" nlt{o{ n-ualnhJ:un:lqo rira"r frhifi.rrJ:vard (Matware)" ralru6.l nr:rJo.:fiu

aorunr:nirirlnruriurxrJaoofiudtrifirrJ:valriraSobioronrn6o d.rororirtvi:ywtolr,rritg,:ru nn
a 'i'

!n?n :ora n uavn?1r]'.]1]n.i!aoonunnnnnl!



- \-

"ttu?!ntGnlrci'r:o{to!.ra$avn1id6u" rarLrufir tslnoulunr:rJfrl-Fldorfio{ofinvrarnd
tfioornnr:lirlrutol{[d'lru nmrLfiqvrarndrfioornnr:lirrrt,lfrouarnlu:yr.nr ulaynrufinnarnror
arSouri

" :vuulSyr:o'onr:tnlolnolfi r ro oi,' il!r u6.i :vu! Desktop Manaqement t{Ju
lniolfiodovtiruu cuurnr:vroru6'rr,rrirfi tt lunr:ouauffltrlryurnor:nr,rof trinlt;u,;.'r1:rnlir dr
ld'niorriur,raru 1 rndoruaslirtri'ornnurjnarr

" :c'uuFro!fi 'ilerof " rarLru6r qrJn:nirasoqnqrJn:njtornorfi r rooifi rdornr:lixruldr
pirun-uTnu ldfinr:ritauorird'r qorira'.: r,16od.rduln uavuurvrrrilfrlS.rrr'lri'qrln:nira5oqnqrJn:ainh
radr fi rJ :s tr a n a do4alo a o'nll ilfi

":vlurJfrl-Gnr:" urLrufil qoyie{tt?i:y!! (System Software) filirrarj.rdnrr: nrL n r:
rir'lruto'ltndoluavqln:ni n?unuLtasalnlitfi Hardware arlr:nr{rruld uarrirr.,rirdriJudonar.r
lunr:rdolnr:lir.rru:vu.jrlailS'.lrulunr:l.ilU:un:l!ivu ne{ (Apptication Software) tol{1{lrufiu
:vturn6orr drurunruavnrnlun.r:ldlru uavrfilrj:vfi y8ar ro.tiruu

"ivuualiaur fi (rnformation system )" r,trrofie :vrrfifinr:drnoufir rglof11rrjrulu
n'r::?lJ5?rJ o'olfir raioo"nnr:n"urio4arjmar:rde'lfi'rioxarYunaroriuar:aurrnd6 aln:nrjrh'tdlu
n r : :v no! n r :o'n f, u1016'[u rr a r o'u:r rr rie ua v q n do.r

"hJ:un:rLrl:vqnoi raio qol,il{uriuorJvr6rnriu " rarrufi.r ril:un:rvr'finrrriarlrrno-onr:
rYrrrulanrvdru Tnudrhj:*n:royuarrsa,uas'ldlrutddfi'ururanrvriul rvirriu

"firritou" ulrudl LJ:un:reioo (subprogram) siorafir iin'r,rrird rirurrur.nrir ujold'rir
udr do.:ai.:rirrilna'!1!u-r Til:un:il ua'n (main program) nr:drritLrrirurrulu ftJ:un:r ejoo1jufi z
uw6o tultru:nFun'jT ruulf,lririu 6ros?ilFirna'ut!u-l lrJrun:uraa-nlpifiayrir (dnu!!rafilriun.ir
!!r! procedures d.royrirrirdriru.lru ldnduhJlJ:un:lr.ra-n1oifiavr,rarurir)

":v!!altaur fi (tnformation System),, uurufil :vuufifinr:rirdo4afillrJ!:vurana
lvio g'[u;rJar:aurvrofi nioild'l.ru

"runluladar:aur fl (rnformatjon TechnoLogy)" r,r!rufir rnio.rfiovr'rirl#a.r:Lr:nriolur
to4arirrl lu:vwar:aurunlri'oqlugrJto.r ,,a1raulyrfi,,da'Lr:orjrh-flri,ru1oi,,ufi

"outsource" rarLr u 6rnr:fiorrinr!ou141r'r u.rlulJrr ei?urorsrutfidu!nnarioar6n:
nruuonrneirrfiunr:uvru lou{'jrd'r{ovliJufiriryuquasnrrnrdrn'lnnd?umlusiulu!rulr1oufirnr:
rJ fr uTr r ulur1 n 1 du n o ur oll.i:n i'r I

":ra'afruorh (source code)" rarLrufi.:ur{udo:gafirflud'rduol-uto.rftJ:un:rlorlJ:un:rL
nfir vrol'ro 1 66orf,ulj:un:ldrndo.lurjarflunrurrniol (Machine Language) riuuiouttdr

"Log" rarirafil nr:o-o l6udo4a o:ro:nrorfir lsroifiarrr:ouanlfi.luudr rir rfio fr'uvrrr
laruyrr r#uvrr,: iufr rrar drdurdolfirn,tifiruiudro.'rrour:vwnorfrrrmoi

"Audit Logging" fi!rufi': {o!a nr:rrjrdrrniolnorfir rnairuridrafiaur5on:?o6oun,u
rrirldrru vianr:un:n :ruhjdrriofionarntol:vulr.Jfriffinr:uarrniolnorfirrsloiurjdruld'
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.-'t-.- --t' - t'Y s10 d n'l5inU1fl?'ll.lllun{! A0on UolUAliAutyrfl[Un"]:tilD: ni:!yt1{d[d nyl:OInd9]'tr.l

rJ:vnrsfi fi to eiru o-.rfi
,. I .l u . -A(o) ululrulunr:inurnrun"unlUaonn-ud'.]ua.tiauryln 6o.illiouiaeir.lrJoun:ounqu

n1!do d
(to) uurrJfrffi'lu n r:fnvr nr r lriun I rJa a nrYe dlua 15 au lflfi d'olfirdourodrlriou

n50!na!ulr.rtiob-bb

to a ulutlrulun1tinuln?l flFr{laooriudruar:auryfl nu!:vnrfld fi ro eiru d'rd
(r) eirufi 'irdr s nr:o-odrulurr u

o. {lirar: lnatn:mrldrunolfirrnai uav{1{.rruldfieirlirri'lunr:o-orirrlarJfrtfifi
aorrndorriuulalrunr:inurnrtLriun.lrJaoo:iudruar:aurunro.trluriuurauaruqf,o

to. uluuruldlitfluarua-nrcnio'nu: lquU:vnrnlfirilrirruy:ruuasaur:nrdrdlki
oeirlavor n ilruyr.:riulro{r orlr,rriyr urii'u arunfr el

r. riT yuo oii! fi qr o w u ulu u r o ua v uur rl fr lT dl nri rrhiro ro u
<. nrmrrulayrJirrJllularraoeirlriautiar r n{,:

(to) rirufr 'jrdru:rt'ravrduoroluluuru

o. n r : rdr fi u'ri o n': I q l n r :tdl r u61 i a ! rfl fi fi uluu r ud o slfiri n r : ryr nlula d

ar:aulilflurifrl{lruruavl:vmruoeirrvr-r6.r Inulfi{Ld.:ruruavd:vtrruaur:ordrfiquavldlrr:sr.lr.r
61:axryrn16'od1{dvornuav:rorir :arfiifinr:trinml{rLn:oldo4afrtrifi.:rilorrzuu

b. fi :s!uar:aulyfi uas:yulrir:o{rlo.taliaurylpt tl'uluurulunr:uiur:e-onrlivur..r
dli6urvrfldtdriler:oru Iooinr:uanrj:crnvttavo-o rfiurilnluladaliaurvrnr{Jurarror.r:,jfirvuldr:or
5v!!a15au! fiuav:cu!no!firtoraifiarrl:nlvriorLl{lru:rlvYrfiur.ruqnriulunrikilrurfi'olfi
arur:nrir.rrukioei rrrio rfi o.r

6n. eririao!tlavl:yrfiuntrlrduldruar:aurun fi uIu!.]ulufi nr:al?oao!uav
rJ:cdunm rfiu'i :rr:6rrirrauorrsr:nr:lunr:nruqrorulduldruar:aurvrnodrlriouflo, 

" 
u{r

d. nr:af1{n?'r!;nrurdrlolunr:1d:v!ua1iaur fl utav:yr_rlnolfilrnai iulurl,tu
lunr:airrnrufnrrtLrdrlo lrrunr:o-orirq'fi0 o"nfinol:rL uavrruu uninr:1,{'.:'li.rivu!a1:aulyrflrlay
:vlrnolfi r rnoflviuri{ldlruvYu ruh r[avn1 u!o n

ou1.tu0u

10

u

u firioriruuonr:udrfi,rr.r6on'lu4ln1:ldlru:cu!ar:aurylfi (Access Contro[)

(o) nruornr:rrirfirdo4a uavorJn:nilunr: :vrrarua{oXn 1o un'rfi.rdrnrrltlruuav
nrr riun{laonfiu

(b) ritauongrnrur{rfi urfiinr:oqryrnbirdrdl oiosrirrauqor!ulu!rudrdurlio{ryunr:
oqryror nr:dtaun?yr6 raionr:loudrulouolr,rri.ru{ru

(rn) fr'orriryuordurfiul:vrnu,uo.lriola riror''rtnrudrn"rg ra6orird'lrYun.lrrLdltolriopa
:ru#o:rr'-urYun.:rdrfi r rrardtd'rrirfi{ ruacdorilrinr:rdrfi .i
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(<) iriorirr,tunnr:ldlrunrlnr:fi o rdonrI qunr:rdrfi lar:aurytfi (Business

Requirements for Access ControL)

{o oi rirar:o"onr:nr:rdrfilto.rf1{lru (User Access Management) rdonru4lnT :rtr6,:
. e41 vu

:sljlja1:auryrfilanrv{frtd'iuoqrgrnudr ttavairunr:finou:lraa'nan:nriai1,:a?1rJo:v fnrio.ln rL

rTunlrJaanfiuariauI Fl (lnformation Security Awareness Training) rdorJor riu n r: rrir6.:o rn{il
-i

$.1 to51jotlful9r0u1.lu0u n.ru

(o) airrnrrlinrrur'ilr10l#fru{1{rrr rfiohirfirrnrun:vrafn nrtrrtrlofiin'urlav
na n:vuufirfioor nn1 d.i'rlivuual:durilflIostrjrs!-nisi"iu;ofryi1lilfilnr:ni:u6.rritauar}ifi
r.r'rnin'rili{fl o{rYun 1tLn?r!ru!1va!J

d tAv . qv-J(b) nlla{Us tll UUAI !{{1U (User Hegistration) n0{n1 Uo 1,141j1JUn0Un1:Ul-j04i1145!n15

a.ivlv[lJUu L!{'lutilo!n1:01.{tlJ1filv{rdrdl:cu!ar:aulyrF]rlavnlieinoonornyc riuurol{1{lrurdofi
n1:eJntant1lnnounl:0utu'ln9rnna1?

(sn) nr:riur:t'onr:ivrBtor{hiru (User Management) doro-obi'finr:nrlnluavrirrYo
q-J va qe Jidudtfrot{rd.ruavlflru:vt-rtar:aurvflttsiavsir]nrrn?1uru!1va! rili :':rLd.rdyr6rirrnrs du6firnu

- -J !!
uava 60u "t vttnu?10{nun1flti'tfr.i

(<) nr:uirar:darn1:ru'ar.i1urilvli!{ldrru (user Password Management) oiol6'n1#i

n:s!?un'ri!3141ro"o nr::ra'ar'irudryil41ft ruo eir.rio 11l

(<) nrrvuuru?vrBnr:rrir6rrol{ld.rrl (Review of User Access Rights) fro.ri
n:v!?unliymyr?uiyr6nT :rd, 6.rtorai'idlru:vr.ilar:auuvrnuavrJirrJl.rrirgd{1{mu oeir.ldou iay o
n{'r r,16oriofi nr:rrjduurila.ianrunlilroifr'[d'{1u

v)
rio a riruuoufrin?ltLil.Jfroso!ror{ldtru (User ResponsibiIities) rfiorJolfi'unr:rtr6.r

Ioerll'triiror4grn nr:rilorl.ru nr:a"xi yionr:a'naourirdlrulto{aar:6L!Lytflttavfl1:a"nd!0q!n:ni

rJ:s!?ariaar:aurvrn fi rdourodrlriou o-.rd

(o) nr:1dlru:u-ariru (Password Usage) ril,ruouulJfr i6fr 6dl,riu{1{.lrulunr:ril,run
:r,t'ae.irunr:'t{lru:ra'ae.iruuavnr:uJa'ou:y-ailrufr fi nrunrn

, rr' 4r 'a'l|e J ,-*J J t(b) n1t!0{nu0!ntru tutfucyru]!r.ttt.i'ruyr0unS n'tfiu9lLru?u!lJ91yt[14 ']cauy{0u0{nu

$rL14rJ tlJ!Av5a',r!'r5ntt'rn.i0unt[u1J0.1vlu?u.t'lu Ll.tllfuyyrltJ!alt]ua

(*) nr:nruqlSuuintiar:aurynuavnr:'lt'lru:vuunorlfi?roof (Ctear Desk and Clear

Screen Pol.iry) d'ornruqrll"tri'fiuuindar:aulyto o'ukiuri lonar: f,oriufin{o4a notfi,lrsroir.rio

ar:au! fi o{lunrrvrda.rrionr:rdrfi':Iou{Siilillavrt uacfro{riruunlvifrldlruoonoTn:yuu
ai:6urvrfi lfi o'ir{r{uor nnr:]drru

, \ r4e v .tev t )c,(d) 
4 tt.r11.J0'rnu'rn'r:lt'r5 a !'rLtnlro ay[ljun?1 au L9tu t141Jl1Jotot']u:y!ug!n15:nB1

n?lt]au 'r{:19n1: 'y'|.n. bddd



do or nrrnlnr:rdrfirrniotiru (Network Access Controt) ldorlolrYunr:r{rfiwinr:yrl
un6o d r ulq utilki5-u o q rgr o o ei x rio u n-.: d

(o) nr:lduinr:rnSodru oiorrirvuolriffLdlruarrLr:nrdrdr:vruaridurylfildrei[fiu{
^ 4ws , Z!:n1:yl to51Jot-tqJ1n ! tlj',t6t.ltyl'tu1.J

(tg) nr:6uuludeunna drra:n {l,d'.rrufia ejn r eruo n rjr0.iru (User Authentication for
ExternaI connections) 6'or dlauel#fi n r:61uiud'rrl nna rioudo vo rlryror'lvifl{,r.rudoeinr uuo n
r,t rulruarrr:or{rld.trurniodrurravisl.J!a.t:auryrnro{uilru{ruld

(sn) nr::vrlqrJ n:njr:uroiotir o (Equipment tdentification in Network) oiolfii6nr:d
6ur:n:vlorJn:njulrntodrulfr uavldnr::vqq!n:nj!!rniori.rurfl unr:6udu

(<) nr:rlorriuyroinfildritafln:roao!uacliuruoi.l:vuu (Remote Diaenostic and
configuration Port Protection) 6'olnrvqr nr:rtrfiln oisrvr-ldcit,til n:roaotruav i!$ri{:vuuvrsl
nrrrdriryrrnrunrnuavyrrrniorru

(a) nr:t! iueintnioriru (Segregation in Networks) oiowiT nr:uti.luunrniotirunun{l
rowinr:ar:arrvrn na'rL{1{l'ru,ruayna'rror:vuldria!!yfi

(u) nr:nrtrqrLnr: u6olrioyrr.r rniodr a (Network Connection Control) 6'asnrlqlnr:
udrfilu6ottlru lniodr etfifi nr:1{i.trlrilv6o sdorLrio:vy'ir{ rn6odr u1#a onndor fi'v ullJirifi nr:
nrlqr:nr:rdrfi.r

(sl) nr:nrunlnr:do rduyrr,rlurniotiru (Network Routing Controt) 6'o.:nruqrL nr:o-o
rdumrrru rnior.ir ti lir'a'lvin r:rd or sior o r n orfir rn oiua v n r:dr e.jrurai otraa ri u uro.:rio4a r.ri o

ar:aurynaonnd'olniuuutrJfr tfr nT :nruqlnr:rdrfi.rr,rionr:il:yunofl{lrunr nr:fi n

{o oo nlun n1:uirfil:vlurJfrrifinrr (Operating System Access Controt) udotlelri'u
nr:u{rdr:vrurJfr rifi nr:Iorutrjl6'iuorygrn odrniouolfi

(o) fi:ylrrirar:i'nnr: lniorn olfir rm oiyrn rnio.rsoru r u.lru ua v rirvuodo{1dr ru
(Username) uav:u'ariru (Password) lfifi'lrildlru

(rr) ritaundunou!6ri6rfi'onr:idrl{rruvr'funnJaonn-a nr:r,rirfir:suurJfru-Fnr:ov6'o.r
nrlnlloui6nr:duuluet"rnufrsiun{rJaoorYu d'o.i:cuuayduuiusYrsrutolfr'ld.rru (User tdentification
and Authentication) ri'or rirrauol#{ld.:ruitora ronrs rorvordlarur:o:vrLsr'?flurosril{rru uas
16ontciryunouyrrryrnfintunr:duriu6'rrudr"u.lraudo:orYunrrna',r.ldrvjrrttu{ld'lrud:vr1fir

(En) n r:tiur:o-o n r::#ail ru (password Management System) 6'o l6'odtai o o-olrifi
!:vtlu5vr:or-onrr:t*aairufiaur:ndrrrur8.rldnor (tnteractive) r,tSoinrrlirlru'[ud'nuruvo'mlun-fi

iil rdo rio n r : ril.ruor :r.r'a r.i rufi fi n run rn
(<) nr:l{.rru1rJ:un:rLo::nltvlutil (Use of System Utitities) d'old.rn-oruayn.lunlnr:1{

rruh:un:! rcrnvro5iflrJ:sIurd rfiorloriYunr:avrfrovioradnrdu.:lrsr:nr:nlrufiun.irLuor;udt,i'
o av a ed . en1 1,]o r?14toyt!0qtra?

,..'.i-s-. , qe q iqy -(d) uJ0r|n1:?1.!r1u01nn15[t{TU[u:vrJvrrar i{lfq6 nr:hil ru:vlJ! al tau rytflfu
(Session Time-out)
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(u) nr:r'rrin:vuvr?arnr:16o!sio:v1J!a'riffuryrFr (Limitation of Connection Time) fr'ol

aJ
!n?'ltJlauiysotJn?1rtalnfua{

drrTn:vuvtrarlunr:rdo!siordo't#fin?'r riunllaoorYulrn0rdudlait:v!ua1:auryrnr4ioLJ:un:ld

{o oo n?uRrrnl:rrirddrJ:un:rrJ5vunri iouoyrflfiro{u uavar:aurytfi (Appl.ication

and Information Access Contro[) loud'o{in1rn?u4rl oeir.rrioooild

(o) nr:o'rrinnrrttrfi.rar:aurrn (lnformation Access Restriction) doldrrYnl,tionruql
nr:r{'rfi.luio rdrtd.rrurol{ldrruuav!narn:r.l1uafir6l.{un1: rt'rld'.:1ulunr: rdrdrar:aurrn ua v

- ., visfl.:rinu (Functions) oir':1 to.:hJ: un:r!: v u ndy'i'o uo A!n{u ri'1il Isrulraaonndoloriluls! r u
*e"

Fr'tuq!n'HtlJ1fl {a15autytfi yt tnnluuo l?
<, I

(le) 5vljug{ t'lu0 n1::! n?U ! Antvylljuav:in?1!61nqJ6.ltl0vl1.l?U{1U nonlOiunl:tLUn

oonaln5c!!6u 1 lravin'l:n?!nrJan'rnu?ndor]rorsturoilouroytrvlfiinr:nruqlqrJn:ni
,.4

no!fr?rnoirraco nrruAo6l:rndoufi uavnr:rJirifi muelnnluuonr4u?u.t'ru

(m) nr:nrrqrLqrJn:njnolfirrnaiuavqrJn:nidoar:rndoufi d'olrirr,tuouullAtGuag

!1nin'nfrr !'rs6rrfiorjnr]olar:a!! flnlnnxl rdurtornr:ldorJn:nino!fi?lnoirlavorjn:nidoa, :

(<) nr:rJnrJ6lruor nntuuonyrjrulru dorriruuouurlfrtfi uarusruuavduorourJfruT

tna0uvl

Lu at
rfr orJ:-vlfarviun1t!idd{1ufl o{vrr.irrJ.iruornnruuon ?u'r'ru

da .b nr:nrr4lnr:rtT dr:vlurniorjrsliaru (Wireless LAN Access Controt)

(.) 41drru:vr:urniotirolSaruto.:ra rolru oio':tooqrpT orriJualua-nunio-nu:lravldiu

nltvlnltfil'r01rlJ19rn1n4!:'1'r:[v]ntuLaua'r:autvrfl:vn!a.i:0fl0$a5vu!tn:0t1ua'Ea!rvlfi
^ - 4u-

tJl4',llvlu'tau vl tFr5utJ01J14u1u

(to) finr:rilauosr"1u .in1:?'r!Q n:nin:vortlfirgq;rru (Access point) lfirfirr1ca
v,(m) fi uurrJfrrifilunr:or''.rrirqrJn:njn:valuf,rUrglru (Access point) rfionr:ldrui nT rr

rJaoodu

a,-l!to om n1:inu1n?ltJr]un.i!aooriu li6'run1 un rn uacd{$lo5o! (Phvsical and

Environmentat Security)

(o) inr:rirnuo uava-orli'rul.luri.ilrao.rdrurarjruordudld.rru n'udnruql'lrir'nrou uav
.i-u:cn1flly:!:1!vr?nu

o -& edt4e(bJ n15n1UUnA 5rUn',llL1J',lo{y{Uyrtt{1u

(en) i:vrunrr4rfnurnlrrrJaonrioldn:ornqr:vurJ.!'ru i?ilfi{irn:rvrinrruldulfr
- Jq - V ^ Y

o't0avLnntu tu6fr'tun't:fuu0luuuu .'l 0u't'1Lt0uuac 2 n:.i rlaJulta1.lo:1u{1uql!:141:u41']ytu'ltiu

(<) rrarivrara'oinr:nllnrnr:rriroonolnltanr!fi
(a) i:vru udlrsr'ourdoud.r16oun:nid:yurarirauunr:rirrrunr erlu#ooirlrufiorJnfi

145 014 U 91fi',t:yt',].i',tU
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(u) lunr:rr.larulvl arudoar: uavarulnrrja6ul (Cabting Security) 'hfirfiqfi{nrrrl

r.Jaoor]elro.r:v!! rn:oruuavLtiu:vrirJ!
(ol) nrrrirlfnurqrJn:n! (e quipment Maintenance) l#finrtrlrqr:hurer']r.u.r10tii1uron

qrln:drfu1 uacrirfi rfi rnrrrtlaoofiutol{oXartludrn'ry
(a) n r:rjrvrin ti?uro narir g.i ruoo nuo ny ?u'l1u (Removal of Propertv) d'olldYr:

, Sa, e - .- g
olifulfl n1n ?yu114u'tu{'11./yrtlJuta1t0.tyt: eta!uu'l

("t) fi nr: rit,ruorrn: nr:nrrr! a ooriu rdofl or fi'un?1 rd u.: n1nn1:{rqrJ n:nifridr ru
ntuuonfi 'lulru (Security of Equipment off-premises)

(oo) firrn:nr:hnr:liraruqr.Jn:niraSonT:rlrqrin:njnanrrldrrudnnir (secure

DisposaI or Re-use of Equipment)

(oo) i:vrunruqruavnr:inurnrrufunuJaooriudlailronar::sruar:aurufl :u6.1

n'rruluu iuurn6oriruduruoiuin

y ta At0 od n15t1J1n{tn:0.in0 11? ltlo 5 UtJ tj'l U

^ U ,. o(o) n?Un fl 159l919l.lt0y{Fltt?:tU:vlJUtn:0.1n0 vl?tU0StttllJlUvl Lv!5n15

(b) vruurunr:rir.iluflon:v!lJ6'156urvrfinruvd{oinfir 6uuu!ai:vurl!frrJGnr:
(m) finr:ritauor?vrdrdr6qniornolfi'rrnoiurir.ireiro{oii4"s!u'ltov,lriur':iornrar.i?s.rru

t'luuofl
(<) firrn:nr:nrun!uavn:uu'run1:riur:n-arnr:rio.ilu'iuruvnfintor:v!ua1:au! fi
(c) riufinu,lqnr:njfirfrurdorrYlnrrl{.rru:vuuar:aurvrfi (Audit Logging) ua;riufin

fl qnnt5!n'r5 tt.i'ru (Log) n15r'u1fr{:vlJ!a1ta!tvrn

e .e a J -t0 6)d n1:[tnlutn:0{nO! ?tgl0:A?U!nnat[Avtnl0.inO!n?ttl05U1JlJfl n11'1

t-!-
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